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Privacy Statement HHQA Scan 
Version 1.0  

August 2026 
 

1. Introduction 
The Hybrid Health Care Quality Assessment Scan (hereinafter: HHQA Scan) is an online application that 
provides organizations with insight into their readiness for hybrid care. The HHQA Scan is used by 
healthcare organizations — including pharmacies and pharmacy organizations, hospitals, mental 
healthcare institutions, general practices, rehabilitation centers, and regional care networks — and 
additionally, under a separate research license, by scientific research institutions. 
 
The HHQA Scan was developed by, and is managed as a core model by, ProxCare B.V. (hereinafter: 
ProxCare). A sector-specific variant has been developed for the pharmacy sector (HHQA-P), the rights to 
which are held by Pharmovate B.V. (hereinafter: Pharmovate) and which is offered by Pharmovate to 
pharmacies and pharmacy organizations. 
 
Use of the HHQA Scan does not necessarily involve personal data. It primarily concerns: 

• (sensitive) business and organizational data, and 
• information that may be indirectly identifiable, depending on how the scan is completed and the 

context. 
 

In addition, a limited amount of personal data is processed where necessary for access to and use of the 
HHQA Scan. Insofar as personal data is involved, processing is carried out in accordance with the General 
Data Protection Regulation (GDPR). Users receive a unique user ID that provides access to their own scan 
and the corresponding results. 
 
2. Who is responsible for processing your data? 
That depends on how the HHQA Scan has been deployed at your organization: 
 
Pharmacies and pharmacy organizations (HHQA-P): 
Your organization has an agreement with Pharmovate. In that context, Pharmovate acts as a processor 
within the meaning of the GDPR, on behalf of and under the instructions of your organization as the 
controller. ProxCare, as owner and technical administrator of the underlying platform, has been engaged 
by Pharmovate as a sub-processor. ProxCare has no direct agreement with your organization; the 
arrangements on data processing between Pharmovate and ProxCare are laid down in a sub-processor 
agreement that aligns with the data processing agreement between Pharmovate and your organization. 
 
Other healthcare organizations (hospitals, mental healthcare, general practice, rehabilitation, regional 
networks): 
Your organization has a direct agreement with ProxCare. In that context, ProxCare acts as a processor, on 
behalf of and under the instructions of your organization as the controller. 
 
Scientific research: 
Research institutions use the HHQA Scan on the basis of a separate scientific research license with 
ProxCare. See section 4 (Processing purposes) below. 
In all cases, (personal) data is stored on servers managed by ProxCare. 
 
Questions about this statement can be directed to: 
ProxCare B.V. — info@proxcare.nl 
Pharmovate B.V. — contact@pharmovate.eu, for pharmacies and pharmacy organizations 
 
3. What (personal) data do we collect? 
Personal data is any information relating to an identified or identifiable natural person. In the context of 
the HHQA Scan, the following (categories of) personal data are processed: 

• a personal user ID; 
• email address; 

mailto:info@proxcare.nl
mailto:contact@pharmovate.eu
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• log data, such as the moment of last login or when the scan was opened; 
• consent for the use of HHQA Scan responses in broader, pseudonymized analyses. 

 
In addition, business and organizational data is processed, including: 

• the name of the organization; 
• an affiliated chain or group organization (if applicable); 
• the data and answers entered in the HHQA Scan, which provide insight into the organization's 

processes, policies, working methods, and digital maturity. 
 
This business and organizational data is, in principle, not personal data. If this data, either on its own or in 
combination with other data, can nonetheless be traced to a natural person, it is treated as personal data 
within the meaning of the GDPR. 
 
4. Processing purposes 
Insofar as personal data is processed through the HHQA Scan, this is done exclusively for the following 
purposes: 

• generating graphical overviews based on the completed HHQA Scan for the benefit of the 
organization concerned; 

• processing HHQA Scan responses in pseudonymized form as part of a broader analysis, to gain 
insight into the hybrid care readiness of organizations in the sector. For data entered within the 
HHQA-P (pharmacy variant), the use of aggregated insights for sector-wide analysis takes place in 
accordance with the arrangements agreed between ProxCare and Pharmovate regarding the 
underlying rights to this data; 

• improving and optimizing the functioning and user experience of the HHQA Scan; 
• scientific research into hybrid care readiness, on the basis of a separate research license 

between ProxCare and the research institution concerned. Data is provided exclusively in 
pseudonymized or, where possible, anonymized form. 

 
The controller (your organization, or the research institution) determines the purpose and means of the 
processing. ProxCare and Pharmovate process personal data exclusively in accordance with the 
instructions of the controller and the arrangements laid down in the applicable data processing 
agreement. 
 
5. Retention periods 
The controller determines how long data is used and retained; this is laid down in the data processing 
agreement (with Pharmovate or with ProxCare) or in the research license. In any event, ProxCare and 
Pharmovate never process data longer than strictly necessary and no longer than until the end of the 
relevant agreement, unless another legally permitted retention period has been agreed. 
 
6. Legal bases 
The legal basis for the processing of personal data is determined by the controller. ProxCare and 
Pharmovate process personal data exclusively on the basis of the controller's instructions and the 
arrangements laid down in the applicable agreement. 
 
7. Cookies 
The HHQA Scan uses only functional cookies and similar technologies (such as authentication tokens) 
that are necessary for the technical operation of the application, such as enabling login and maintaining 
an active session. No consent is required for these cookies. No analytical or marketing cookies are used, 
and no (personal) data is processed through cookies for advertising or tracking purposes. Your progress in 
the scan is stored on the server, not in your browser; this means you can log in on any device and continue 
where you left off. 
 
Cookies can be deleted or blocked through the settings of your browser; this may affect the functioning of 
the HHQA Scan. 
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8. Sharing of (personal) data 
Personal data processed through the HHQA Scan is processed by: 

• ProxCare, as owner and technical administrator of the platform, for all sectors; 
• Pharmovate, as processor for the pharmacy sector, on the basis of the agreement with your 

organization; 
• the relevant research institution, exclusively in pseudonymized or anonymized form, where the 

HHQA Scan is used under the scientific research license. 
 
Beyond these parties, (personal) data is not shared with third parties. Data is processed on servers 
managed by ProxCare; access for Pharmovate employees is limited to what is necessary for their role as 
processor in the pharmacy sector, and is laid down in the sub-processor agreement between ProxCare 
and Pharmovate (see section 2). 
 
Transfer of (personal) data to third countries 
ProxCare and Pharmovate do not transfer (personal) data to countries outside the European Economic 
Area (EEA). 
 
9. How do we protect your (personal) data? 
ProxCare and Pharmovate have taken appropriate technical and organizational security measures to 
protect (personal) data against misuse or accidental, unlawful, or unauthorized destruction, loss, 
alteration, disclosure, acquisition, or access. These measures are evaluated and documented twice a 
year. Among other things: 

• Pharmovate works in accordance with ISO 27001 and is in the process of certification; 
• Pharmovate works with partners that are certified or operate in accordance with certification 

(Code Yellow); 
• ProxCare and Pharmovate work with partners that are certified or operate in accordance with 

certification (Graphileon); 
• Confidentiality agreements apply to everyone who comes, or may come, into contact with 

(personal) data in the context of processing by ProxCare or Pharmovate; 
• Software, including browsers, virus scanners, and operating systems, is kept up to date;  
• Employees of ProxCare and Pharmovate have limited authorizations regarding access to 

commercially sensitive information and personal data, appropriate to their role as (sub-
)processor; 

• Access to commercially sensitive information and personal data is logged and is limited to those 
who have an employment contract with ProxCare and/or Pharmovate that includes a 
confidentiality clause. 

 
10. How can you exercise your rights? 
You have a number of rights regarding the personal data processed about you. To exercise these rights, 
you can submit a request to the controller: 

• if you work at a pharmacy or pharmacy organization: submit your request to your organization, 
which may turn to Pharmovate for handling; 

• if you work at another healthcare organization: submit your request to your organization, which 
may turn to ProxCare for handling; 

• if you are involved through a research institution: submit your request to that institution. 
 
Right to information 
You have the right to be informed about which of your personal data we process and how we do so. To 
invoke this right, you can submit a request to the controller, your organization. 
 
Right of access 
You may request access to the personal data we process (or have processed) about you. To invoke this 
right, you can submit a request to the controller, your organization. 
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Right to withdraw consent 
Insofar as the processing of your personal data is based on your consent, you have the right to withdraw 
that consent at any time via the controller, your organization. 
 
Right to rectification 
If your personal data is incorrect or incomplete, you may submit a request to have these inaccuracies 
corrected. You can submit a request to the controller, your organization. 
 
Right to erasure ('right to be forgotten') 
In certain cases, you may request the controller, your organization, to erase your personal data (for more 
information, see the website of the Dutch Data Protection Authority: autoriteitpersoonsgegevens.nl). 
 
Right to restriction of processing 
In some situations, you have the right to obtain restriction of the processing of your personal data (for 
more information, see the website of the Dutch Data Protection Authority: autoriteitpersoonsgegevens.nl). 
 
Right to data portability 
You may receive the data you have provided to the controller in a structured, commonly used, and 
machine-readable format, so that you can transfer it to another organization. 
 
Right to object 
You have the right to object at any time to the processing of your personal data based on the legitimate 
interest of the controller. You can indicate this to the controller, your organization. The controller will 
immediately request ProxCare to cease processing your personal data (unless the controller can 
demonstrate compelling legitimate grounds for the processing that override your interests, rights, and 
freedoms, or where the processing of your personal data relates to the establishment, exercise, or 
defense of legal claims). 
 
Automated decision-making 
You may not be subjected to a decision based solely on automated processing, including profiling. Neither 
ProxCare nor Pharmovate makes decisions based solely on automated processing of personal data that 
produce legal effects concerning you. No profiling is used. 
 
11. Questions or complaints 
If you have questions or complaints, you can contact the controller (your organization), which may turn to 
Pharmovate (pharmacy sector) or ProxCare (other sectors) where needed. If you suspect that your data is 
being processed in violation of the GDPR, you can file a complaint with the Dutch Data Protection 
Authority (Autoriteit Persoonsgegevens, AP) via autoriteitpersoonsgegevens.nl. 
You can also send a letter to: 
Autoriteit Persoonsgegevens 
Postbus 93374 
2509 AJ Den Haag 
The Netherlands 
 
12. Children's privacy 
We understand the importance of protecting children's privacy. We are aware that minors deserve special 
protection in the digital world, particularly with regard to their (special categories of) personal data. 
ProxCare never processes personal data of children aged 16 or younger for its own purposes. To this end, 
ProxCare takes the following measures: 

• The HHQA Scan is not intended for children aged 16 or younger. 
• If the HHQA Scan nonetheless unintentionally processes personal data of children, ProxCare will 

delete this data immediately and block the account concerned. 
 
13. Changes 
We may amend this statement from time to time. Please refer to the version number and date at the top of 
this statement to see when it was last revised. All changes to this statement take effect when we publish 
the revised statement in the HHQA Scan. 
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Terms of Delivery HHQA Scan 

 
Article 1 — Definitions and applicability 
These terms of delivery apply to the use of the Hybrid Health Care Quality Assessment Scan (hereinafter: 
HHQA Scan), an online application developed and managed by ProxCare B.V. (hereinafter: ProxCare).  
For pharmacies and pharmacy organizations, the agreement for the use of the HHQA Scan (in the form of 
the HHQA-P variant) is entered into with Pharmovate B.V. (hereinafter: Pharmovate), which supplies the 
HHQA Scan to the organization concerned under these terms, on the basis of a license granted to it by 
ProxCare. For other healthcare organizations and research institutions, the agreement is entered into 
directly with ProxCare. 
 
Where "Supplier" is used hereinafter, this means: Pharmovate (for pharmacies and pharmacy 
organizations) or ProxCare (for other organizations), unless stated otherwise. "Organization" means the 
party that has entered into an agreement with the Supplier for the use of the HHQA Scan. 
Insofar as Pharmovate is the Supplier, these terms of delivery apply in addition to the General Terms and 
Conditions of Pharmovate B.V. In the event of any conflict between these terms of delivery and the General 
Terms and Conditions of Pharmovate, the provisions of these terms of delivery prevail with respect to the 
use of the HHQA Scan; in all other respects, the General Terms and Conditions of Pharmovate remain fully 
applicable. 
 
These terms of delivery are published on the website of the HHQA Scan, part of the ProxCare 
environment. 
 
Article 2 — Delivery and access 

• The HHQA Scan is made available as an online application. Access is provided through a 
personal user ID, issued after the Organization has entered into an agreement with the Supplier. 

• The Supplier makes every reasonable effort to ensure good availability of the HHQA Scan, without 
guaranteeing uninterrupted availability. 

• The results of the HHQA Scan (the Hybrid Care Readiness Overview) are delivered in accordance 
with the procedure associated with the scan. The Organization has two weeks after delivery to 
report any defects or deviations; failing this, the delivery is deemed accepted. 

 
Article 3 — Right of use and intellectual property 

• All intellectual property rights to the HHQA Scan, the underlying HHQA-model, and the HHQA 
instruments, including the pharmacy sector-specific components (HHQA-P, known in Dutch as 
HZM-A), are held entirely by ProxCare. 

• Insofar as Article 7 of the General Terms and Conditions of Pharmovate refers to rights held "by 
Pharmovate or its licensors": for the HHQA Scan, ProxCare is the licensor referred to and remains 
the full owner; Pharmovate has been granted a license exclusively for the pharmacy sector for the 
use and onward supply of the HHQA-P variant. 

• The Organization receives a non-exclusive, non-transferable right to use the HHQA Scan and the 
resulting reports, exclusively for its own use within its own organization. 

• The Organization is not permitted to reproduce, modify, or make available to third parties the 
HHQA Scan, the underlying methodology, or the questionnaire without the prior written consent 
of ProxCare. 

 
Article 4 — Use of scan results for knowledge development and research 

• ProxCare reserves the right to use (parts of) pseudonymized HHQA Scan results for internal 
quality improvement, knowledge development, scientific research, presentations, and the 
training of analysis tools (whether or not automated), including applications based on artificial 
intelligence (AI). 

• In all cases, it is ensured that no information is shared that can be traced to the Organization or its 
employees, unless the Organization has given prior written consent. 
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• For data entered within the HHQA-P (pharmacy variant), the use of aggregated insights takes 
place in accordance with the arrangements made between ProxCare and Pharmovate regarding 
the underlying rights to this data. 

 
Article 5 — Cooperation and responsibility of the Organization 

• The Organization ensures that the HHQA Scan is completed in a timely and accurate manner by 
designated employees. 

• The Organization is responsible for following up on and applying the insights and 
recommendations resulting from the HHQA Scan. It is up to the Organization to determine how 
these are handled. 

 
Article 6 — Liability 

• The Supplier is not liable for damage arising from incorrect or incomplete data entered into the 
HHQA Scan by or on behalf of the Organization. 

• Insofar as the Supplier is nonetheless found liable, that liability is limited to the amount paid by 
the Organization to the Supplier under the agreement, up to a maximum of € 5,000, and in any 
event limited to the amount paid out by the Supplier's insurer. With respect to the HHQA Scan, 
this provision applies in deviation from the general liability provision in Article 10 of the General 
Terms and Conditions of Pharmovate. 

• The Supplier is liable only for direct damage, including reasonable costs incurred in establishing 
the damage and remedying defective performance. The Supplier is never liable for indirect 
damage, including consequential damage, loss of profit, missed savings, or damage due to 
business interruption. 

• These limitations do not apply in the event of intent or gross negligence on the part of the 
Supplier, its managers, or its subordinates. 

 
Article 7 — Confidentiality 
The Organization and the Supplier undertake to keep confidential all confidential information they have 
obtained from each other or from other sources in the context of the use of the HHQA Scan. Information is 
considered confidential if this has been indicated by the other party or if this follows from the nature of the 
information. 
 
Article 8 — Force majeure 
If the Supplier is unable to fulfill its obligations, or unable to do so on time or properly, due to force 
majeure, these obligations are suspended until the Supplier is again able to fulfill them. Force majeure 
includes in any event: illness on the part of the Supplier, natural disasters, pandemics, strikes, or other 
circumstances beyond the Supplier's control. If the period of force majeure lasts longer than two months, 
both parties have the right to terminate the agreement, without any right to compensation for the 
Organization. Work already performed will then be settled proportionately. 
 
Article 9 — Duration and termination 

• The agreement for the use of the HHQA Scan is entered into for the agreed duration or term.  
• Both parties may terminate the agreement early in writing with a notice period of one (1) month, 

unless agreed otherwise or unless the nature of the access to the HHQA Scan (such as a license 
or digital subscription) precludes this. Work already performed, costs incurred, and access rights 
already granted will be settled. 

• The Supplier may terminate the agreement with immediate effect in the event of bankruptcy, 
suspension of payments, cessation of business, or liquidation of the Organization. In the event of 
an attributable failure to perform, the Supplier may terminate after the Organization has been 
given written notice of default and a reasonable period for remedy has lapsed without result, 
unless performance is permanently impossible or immediate termination is justified by the nature 
of the failure. 

 
Article 10 — Complaints 
Complaints about the HHQA Scan can be submitted to Dr. Rosian Tossaint, founder of ProxCare. A 
complaint can be submitted in writing or by email. An acknowledgment of receipt will be provided within 7 
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days. Complaints are handled within four weeks of the acknowledgment of receipt and are treated 
confidentially. If more time is needed, the Organization will be informed within one week, with an 
explanation of the reason for the delay and an indication of the expected handling time. The complaint 
and the manner of handling are recorded and retained for a period of one year. 
 
Article 11 — Disputes and governing law 
These terms of delivery, and any agreement to which they apply, are governed exclusively by Dutch law. 
Any disputes arising from or relating to the use of the HHQA Scan will first be resolved through mutual 
consultation. If no agreement is reached, the dispute will be submitted to the competent court in the 
district where the Supplier has its registered office. 
 
Article 12 — Privacy 
Personal data processed in connection with the use of the HHQA Scan is processed in accordance with 
the applicable Privacy Statement HHQA Scan, available via ProxCare and/or Pharmovate. With respect to 
the HHQA Scan, this privacy statement applies instead of the general privacy statement of Pharmovate at 
www.pharmovate.eu. 
 
Article 13 — Changes 
The Supplier reserves the right to amend these terms of delivery at any time. Amended terms apply to new 
agreements and will be communicated to the Organization in advance. 
 

 

http://www.pharmovate.eu/

